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CHINH SACH BAO MAT
PRIVACY POLICY

S6/No: TSW-0068-03

Chinh siach Bao mat ndy duogc xay dung can ct theo Luidt Bao v¢ dir li€u cd nhan $6
91/2025/QH15 va Nghi dinh s6 13/2023/ND-CP ctia Chinh phu vé bao vé dit liéu ca nhan. /
This Privacy Policy is established pursuant to the Law on Personal Data Protection No.
91/2025/QH15 and Decree No. 13/2023/ND-CP of the Government of Vietnam on personal
data protection.

Chinh sach Bao mat nay (“Chinh sach”) c6 hiéu luc ké tir ngay 01 thang 01 nim 2026 va
duogc ban hanh badi: / This Privacy Policy (“Policy”) is effective as of 1* January 2026 and is
issued by:

66TSW9’
Tén Cong ty / Company name: CONG TY TNHH TECHSTAR WESTERN

Ma sd thué / Tax code: 4500621676

Dia chi / Address: Puong s6 B13, to dan phd 6, phudng Pong Hai, tinh
Khanh Hoa, Viét Nam

Pién thoai / Phone number: +84 824 642 232

Email: privacy(@techstarwestern.com
Chinh sach bao mat nay mo ta cach TSW This Privacy Policy describes how TSW ("we,"
("chung 61", "cong ty chung t6i" hoac "cua "us," or "our") collects, uses, and discloses your

chung t6i") thu thap, sir dung va tiét 16 thong tin  personal information when you use our website
ca nhan cia ban khi ban sir dung trang web cia  (techstarwestern.com) or contract our services

chung t6i (techstarwestern.com) hodc ky hop for map surveys, 3D digital twinning, and
dong dich vu do dac ban do, tao mo hinh k¥ infrastructure inspections within Vietnam
thuédt s6 3D va ki€ém tra co s¢ ha tang trong (collectively, the "Services").

pham vi Viét Nam (cung goi 1a "Dich vu").


mailto:privacy@techstarwestern.com
http://techstarwestern.com
http://techstarwestern.com
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Thong Tin Chung T61 Thu Thap

TSW thu thap mét sb loai thong tin dé cung cép,
cai thién va bao mat Dich vu ciia minh. Thong
tin nay c6 thé bao gom:

e Thoéng Tin Lién Hé: Tén, dia chi email, )
dién thoai, cong ty li€n két (néu co).

e Thong Tin Dy An: Vi trf dy 4n, muc dich,
yéu cau dir li¢u cu thé.

e Dir Liéu Bay: Duong bay cua may bay
khong nguoi lai, d¢ cao, dit liéu cam bién
(khong bao gom thong tin nhan dang ca
nhan).

e Dir Li¢u Sir Dung: Thong tin vé cach ban
tuong tac voi trang web cua chung t61,
chang han nhu céc trang da truy cap va
thoi gian danh cho trang web.

Theo quy dinh cua phap luét Viét Nam, TSW c6
thé thu thap va xir Iy dit liéu ca nhan nhay cam
khi can thiét cho cac muyc dich van hanh va phap
1y cu thé. Piéu nay bao gdm, nhung khong gisi
han &, thong tin tai chinh (nhu sé tai khoan ngan
hang) dé thyc hién thanh toan cho khach hang
va dbi tac, cling nhu thong tin stre khoe hodc
thong tin vé 1y lich c4 nhan can thiét cho cong
tac quan tri nhan sy va tuan thu luat lao dong.
Chung toi cam két bao vé dir lidu nay bang
cach: (i) c6 duge sy ddng ¥ 1 rang cta chu thé
dir liéu trude khi xur 1y; (ii) trién khai cac bién
phap bao mat k¥ thuat va to chirc nang cao dé
ngin chin truy cap trai phép; va (iii) duy tri hd
so danh gia tac dong x1r 1y dir liéu ndi b theo
yéu cau ctiia B6 Cong an.

TSW khong chu y thu thap hodc xtr 1y dir li€u ca
nhan cta ca nhan dudi 16 tudi. Néu phat hién
chung t6i da vo tinh thu thdp dir liéu ca nhan
clia tré em ma khong co sy dong y di duoc xac
minh cua cha me hoac nguoi giam ho, chung toi
s& thyc hién cic budc ngay lap tirc dé xo6a thong
tin d6 khoi hé thdng cta minh theo quy dinh cia
phap luét Viét Nam.

TSW-0068-03

Information We Collect

TSW collects several types of information to
provide, improve, and secure our Services. This
information may include:

e Contact Information: Name, email
address, phone number, company
affiliation (if applicable).

e Project Information: Project location,
purpose, specific data requirements.

e Flight Data: Drone flight path, altitude,
sensor data (excluding personally
identifiable information).

e Usage Data: Information about how you
interact with our website, such as pages
visited and time spent.

In accordance with Vietnamese law, TSW may
collect and process sensitive personal data when
necessary for specific operational and legal
purposes. This includes, but is not limited to,
financial information (such as bank account
numbers) for processing payments to clients and
contractors, as well as health information or
personal background details required for human
resources administration and labor law
compliance. We are committed to protecting this
data by: (i) obtaining explicit consent prior to
processing; (ii) implementing enhanced
technical and organisational security measures
to prevent unauthorised access; and (iii)
maintaining internal records of processing as
required by the Ministry of Public Security.

TSW does not knowingly collect or process
personal data from individuals under the age of
16. If we discover that we have inadvertently
collected personal data from a child without
verified parental or guardian consent, we will
take immediate steps to delete such information
from our systems in accordance with
Vietnamese law.
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Céch Chung To1 St Dung Thong Tin Cua
Ban

TSW str dung thong tin ctia ban cho cac muc
dich sau:

e Cung cap va thyc hién céac yéu cau Dich vu
cua ban.

e Lién lac v&i ban vé du an cta ban, bao
gom lich trinh, cap nhat tién do va cac san
pham ban giao.

e (Cai thién Dich vu cta ching t6i va phat
trién cac dich vu maoi.

e Tuan thu cac yéu cau phap 1y va quy dinh.

Chia S¢ Thong Tin Cta Ban

TSW c¢6 thé chia sé thong tin cua ban véi cac
nha cung cép dich vu bén tht ba hd trg chung
t6i cung cap Dich vu. Céc nha cung cip nay
duoc rang budc theo hop dong dé duy tri tinh
bao mat va an toan cho thong tin ctia ban.

Dir li€u ca nhan cia quy vi co6 thé dugc luu trir
hodc xir Iy trén cac may chu ddt ngoai lanh thd
Viét Nam. Chung t6i dam béo rang cac hoat
dong chuyén giao qudc té nay tudn thu cac yéu
cau phép 1y dé duy tri mirc d6 bao vé tuong
duong véi cac tiéu chudn trong nude.

TSW ciing c6 thé tiét 16 thong tin ctia ban néu
phéap luét yéu cau, chang han nhu de tra 161 1énh
cua toa an hodc trat hau toa.

Bao Mat Dit Li¢u

TSW thuc hién cac bude hop 1y dé bao vé thong
tin ctia ban khoi truy cap trai phép, tiét 19, thay
ddi hoac huy diét. Mac du chiing t6i da ap dung
céc bién phap bao mat tién tién, viéc xur 1y dir
lidu s6 van tiém 4an nhirng rui ro nhat dinh, bao
gdm kha ning truy cap trai phép hodc ro ri dit
liéu do cac mdi de doa an ninh mang tir bén
ngoai.

TSW-0068-03

How We Use Your Information

TSW uses your information for the following
purposes:

e To provide and fulfil your requests for
Services.

e To communicate with you about your
project, including scheduling, progress
updates, and deliverables.

e To improve our Services and develop new
offerings.

e To comply with legal and regulatory
requirements.

Sharing Your Information

TSW may share your information with
third-party service providers who assist us in
delivering the Services. These providers are
contractually obligated to maintain the
confidentiality and security of your information.

Your personal data may be stored or processed
on servers located outside of Vietnam. We
ensure that such international transfers comply
with statutory requirements to maintain a level
of protection equivalent to local standards.

TSW may also disclose your information if
required by law, such as in response to a court
order or subpoena.

Data Security

TSW takes reasonable steps to protect your
information from unauthorised access,
disclosure, alteration, or destruction. Despite
our advanced security measures, the processing
of digital data involves inherent risks, including
the potential for unauthorised access or data
breach due to external cyber threats.
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Luu Gitr Dir Li¢u

TSW chi luu giit dir liéu c nhan trong thoi gian
can thiét dé thuc hién cac muyc dich va nghia vy
phap 1y sau: (i) HO so Tai chinh & Dy 4n dugc
luu giit trong mudi (10) ndm dé tuan tha Luat
Ké toan va dam bao co s bao vé phap 1y/ky
thuat cho cac tai san khao sat ha tz:ing; (i) Ho so
Nhan sy & Phi cong duogc luu glu’ trong nam (5)
nam ké tir khi chAm dut hop ddng dé phuc vu
thanh tra lao dong va bao hiém xa hoi; va (iii)
Dir li€u Lién hé & Tlep thi dugc hru gili trong
hai (2) nam ké tir 1an tuong tac cudi cung. Sau
khi hét cac thoi han nay, dir liéu s€ bi x6a vinh
vién hodc mi hoa 4n danh, trir khi phap luat cé
quy dinh khéc.

Quyén Cuia Ban

Ban c6 mot s0 quyén lién quan dén thong tin
cua minh, bao gom quyén:

e Quyén duoc biét vé hoat dong xir Iy dit
liéu ca nhan

e Quyén dong ¥ hoic khong dong y cho
phép xir Iy dit liéu c& nhan

e Quyén rat lai sy dong ¥

e Quyén truy cap dé xem, chinh stra hodc
yéu cau chinh stra dit liéu cé nhan

e Quyén yéu cau x0a dit li¢u ca nhan
e Quyén yéu cau han ché xu 1y dit liéu ca
nhéan

e Quyén yéu cau cung cap di li¢u ca nhan
e Quyén phan doi xur 1y dir liéu ca nhan
e Quyén khi€u nai, to cao, khdi kién theo

quy dinh cta phap luat

e Quyén yéu cau boi thudng thiét hai theo
quy dinh cta phap luat

TSW-0068-03

Data Retention

TSW retains personal data only for as long as
necessary to fulfill the following purposes and
legal obligations: (i) Financial & Project
Records are retained for ten (10) years to
comply with the Law on Accounting and to
ensure a technical/legal defense for
infrastructure survey assets; (ii) HR & Pilot
Records are retained for five (5) years
post-termination to satisfy labor and social
insurance audits; and (iii) Contact & Marketing
Data is retained for two (2) years from the last
engagement. Upon the expiration of these
periods, data will be permanently deleted or
irreversibly anonymised, unless further
retention is required by law.

Your Rights

You have certain rights regarding your
information, including the right to:

e Right to be informed of personal data
processing activities

e Right to consent or not to consent to the
processing of personal data

e Right to withdraw consent

e Right to access to view, edit, or request
correction of personal data

e Right to request the deletion of personal
data

e Right to request the restriction of personal
data processing

e Right to request the provision of personal
data

e Right to object to the processing of
personal data

e Right to complain, denounce, or file a
lawsuit in accordance with the law

e Right to claim damages in accordance with
the law
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° Quyén tu bao vé€ theo quy dinh cua Luat
nay va luat khac cé lién quan

Chi dinh Nhan sy phu trach Bao vé dir li¢u
ca nhan

TSW da chi dinh nhan sy chiu trach nhi€ém phu
trach bao vé dix liéu ca nhan dé giam sat viéc
tuan tha Luat Bao vé dit li€u ca nhan va giai
quyét moi thic méc lién quan dén thong tin cta
quy vi. i véi bat ky cau hoi nao, hodc dé thuc
hién cac quyén theo luat dinh cua minh, vui
1ong tham khéo thong tin lién hé day di ctia
cong ty dugc cung cap tai phan dau cua Chinh
sach nay hoac lién hé tryc tiép v6i Nhan sy phu
trach Bao vé dir li€u cua chung t6i tai

privacy(@techstarwestern.com.

Thay P6i Chinh Sach Bao Mat Nay

TSW c6 thé cép nhat Chinh sach bao mat nay
theo thoi gian. Chung t6i s€ thong bao cho ban
vé bt ky thay d6i nao bang cach diang Chinh
sach bao mat méi trén trang web cua ching toi.

TSW-0068-03

e Right to self-protection in accordance with
this Law and other relevant laws

Designation of Data Protection Officer

TSW has designated a responsible individual in
charge of personal data protection to oversee
our compliance with the Law on Personal Data
Protection and to address any inquiries
regarding your information. For any questions,
or to exercise your statutory rights, please refer
to the company's full contact details provided in
the header of this Policy or contact our Data
Protection Officer directly at
privacy(@techstarwestern.com.

Changes to this Privacy Policy

TSW may update this Privacy Policy from time
to time. We will notify you of any changes by
posting the new Privacy Policy on our website.
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